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FIORANO END-USER LICENSE AGREEMENT

THIS FIORANO END-USER LICENSE AGREEMENT (THE “AGREEMENT”) IS A LEGAL AGREEMENT BETWEEN YOU (HEREINAFTER
“CUSTOMER”), EITHER AN INDIVIDUAL OR A CORPORATE ENTITY, AND FIORANO SOFTWARE, INC., HAVING A PLACE OF
BUSINESS AT 718 UNIVERSITY AVE, SUITE 212 Los GATOS, CA 95032, USA, OR ITS AFFILIATED COMPANIES (HEREINAFTER
“FIORANO”) FOR CERTAIN SOFTWARE DEVELOPED AND MARKETED BY FIORANO AS DEFINED IN GREATER DETAIL BELOW. BY
OPENING THIS PACKAGE, INSTALLING, COPYING, DOWNLOADING, EXTRACTING AND/OR OTHERWISE USING THE SOFTWARE,
YOU ARE CONSENTING TO BE BOUND BY AND ARE BECOMING PARTY TO THIS AGREEMENT ON THE DATE OF INSTALLATION,
COPYING, DOWNLOAD OR EXTRACTION OF THE SOFTWARE (THE “EFFECTIVE DATE”). IF YOU DO NOT AGREE WITH ANY OF
THE TERMS OF THIS AGREEMENT, PLEASE STOP INSTALLING AND/OR USING THE SOFTWARE AND PROMPTLY RETURN THE
UNUSED SOFTWARE TO THE PLACE OF PURCHASE. BY DEFAULT, THE SOFTWARE IS MADE AVAILABLE TO CUSTOMERS IN
ONLINE, DOWNLOADABLE FORM. THE TERMS OF THIS AGREEMENT SHALL APPLY TO EACH SOFTWARE LICENSE GRANTED BY
FIORANO UNDER THIS AGREEMENT.

1. DEFINITIONS.

a. "Affiliate" means, in relation to Fiorano, another person firm or company which directly or
indirectly controls, is controlled by or is under common control with Fiorano and the
expression ‘control’ shall mean the power to direct or cause the direction of the general
management and policies of the person firm or company in question.

b. “Commencement Date” means the date on which Fiorano delivers the Software to
Customer, or if no delivery is necessary, the Effective Date set forth in this Agreement or
on the relevant Order Form.

c. “Designated Center” means the computer hardware, operating system,
customer-specific application and Customer Geographic Location at which the
Software is deployed as designated on the corresponding Order Form.

d. “Designated Contact” shall mean the contact person or group designated by
Customer and agreed to by Fiorano who will coordinate all Support requests to
Fiorano.

e. “Documentation” means the user guides and manuals for installation and use
of the Software. Documentation is provided in CD-ROM or bound form, whichever
is generally available.

f. “Error” shall mean a reproducible defect in the Supported Program or
Documentation when operated on a Supported Environment which causes the
Supported Program not to operate substantially in accordance with the
Documentation.

g. “Excluded Components” shall mean such components as are listed in Exhibit B.
Such Excluded Components do not constitute Software under this Agreement and
are third party components supplied subject to the corresponding license
agreements specified in Exhibit B.



“Excluded License” shall mean and include any license that requires any portion
of any materials or software supplied under such license to be disclosed or made
available to any party either in source code or object code form. In particular, all
versions and derivatives of the GNU GPL and LGPL shall be considered Excluded
Licenses for the purposes of this Agreement.

“Resolution” shall mean a modification or workaround to the Supported
Program and/or Documentation and/or other information provided by Fiorano to
Customer intended to resolve an Error.

“Residuals” shall mean information in non-tangible form which may be retained by
persons who have had access to the Confidential Information, including ideas, concepts,
know-how or techniques contained therein.

“Order Form” means the document in hard copy form by which Customer
orders Software licenses and services, and which is agreed to in writing by the
parties. The Order Form shall reference the Effective Date and be governed by
the terms of this Agreement. Customer understands that any document in the
nature of a purchase order originating from Customer shall not constitute a
contractual offer and that the terms thereof shall not govern any contract to be
entered into between Fiorano and Customer. The Order Form herein shall
constitute an offer to purchase made by the Customer under the terms of the
said Order Form and this Agreement.

“Software” means each of the individual Products, as further outlined in
Exhibit-A, in object code form distributed by Fiorano for which Customer is
granted a license pursuant to this Agreement, and the media, Documentation and
any Updates thereto.

. “Support” shall mean ongoing support provided by Fiorano pursuant to the
terms of this Agreement and Fiorano’s current support policies. “Supported
Program” or “Supported Software” shall mean the then current version of the
Software in use at the Designated Center for which the Customer has paid the
then-current support fee (**Support Fee™).

“Support Hours” shall mean 9 AM to 5 PM, Pacific Standard Time, Monday
through Friday, for Standard Support.

“Support Period” shall mean the period during which Customer is entitled to
receive Support on a particular Supported Program, which shall be a period of
twelve (12) months beginning from the Commencement Date, or if applicable,
twelve (12) months from the expiration of the preceding Support Period. Should
Fiorano withdraw support pursuant to section 1 (q), the Support Period shall be
automatically reduced to the expiration date of the appropriate Software.

“Supported Environment” shall mean any hardware and operating system
platform which Fiorano provides Support for use with the Supported Program.

“Update” means a subsequent release of the Software that Fiorano generally
makes available for Supported Software licensees at no additional license fee
other than shipping and handling charges. Update shall not include any release,
option, feature or future product that Fiorano licenses separately. Fiorano will
provide Updates for the Supported Programs as and when developed for general



release in Fiorano’s sole discretion. Fiorano may withdraw support for any
particular version of the Software, including without limitation the most current
Update and any preceding release with a notice of three (3) months to Customer.

2. SOFTWARE LICENSE.

(a)Rights Granted, subject to the receipt by Fiorano of appropriate
license fees.

(i) The Software is Licensed to Customer for use under the terms of this
Agreement and NOT SOLD. Fiorano grants to Customer a limited, non-
exclusive, world wide license to use the Software as specified on an Order
Form and subject to the licensing restrictions in Exhibit C under this
Agreement, as follows:

(1)to use the Software solely for Customer’s operations at the Designated
Center consistent with the use limitations specified or referenced in this
Agreement, the Documentation for such Software or any Order Form
accepted by Fiorano pursuant to this Agreement. Customer may not
relicense, rent or lease the Software or use the Software for third party
training, commercial timesharing or service bureau use;

(2)to use the Documentation provided with the Software in support of
Customer’s authorized use of the Software;

(3)to make a single copy for back-up or archival purposes and/or
temporarily transfer the Software in the event of a computer malfunction.
All titles, trademarks and copyright or other restricted rights notices shall
be reproduced in any such copies;

(4)to allow third parties to use the Software for Customer’s operations, so
long as Customer ensures that use of the Software is in accordance with
the terms of this Agreement.

(ii) Customer shall not copy or use the Software (including the
Documentation) except as specified in this Agreement and applicable Order
Form. Customer shall have no right to use other third party software or
Excluded Components that are included within the Software except in
connection and within the scope of Customer’s use of Fiorano’s Software
product.

(iii) Customer agrees not to cause or permit the reverse engineering,
disassembly, decompilation, or any other attempt to derive source code from
the Software, except to the extent expressly provided for by applicable law.

(iv) Customer hereby warrants that it shall not, by any act or omission, cause
or permit the Products or any part thereof to become expressly or impliedly
subject to any Excluded License.

(v) Fiorano and its Affiliates shall retain all title, copyright and other
proprietary rights in the Software. Customer does not acquire any rights,
express or implied, in the Software, other than those specified in this
Agreement.



(vi) Customer agrees that it will not publish or cause or permit to be
published any results of benchmark tests run on the Software.

(vii) If the Software is licensed for a specific term, as noted on the Order
Form, then the license shall expire at the end of the term and the termination
conditions in section 4(d) shall automatically become applicable.

(b)Transfer. Customer may transfer a Software license within its organization
upon notice to Fiorano; transfers are subject to the terms and fees specified in
Fiorano’s transfer policy in effect at the time of the transfer. If the Software is
licensed for a specific term, then it may not be transferred by Customer.

(c) Verification. At Fiorano’s written request, Customer shall furnish Fiorano
with a signed certification verifying that the Software is being used pursuant to the
provisions of this Agreement and applicable /Order Form. Fiorano (or Fiorano’s
designee) may audit Customer's use of the Software. Any such audit shall be
conducted during regular business hours at Customer's facilities and shall not
unreasonably interfere with Customer's business activities. If an audit reveals that
Customer has underpaid fees to Fiorano, Customer shall be invoiced directly for such
underpaid fees based on the Fiorano Price List in effect at the time the audit is
completed. If the underpaid fees are in excess of five percent (5%) of the aggregate
license fees paid to Fiorano pursuant to this Agreement, the Customer shall pay
Fiorano’s reasonable costs of conducting the audit. Audits shall be conducted no
more than once annually.

(d)Customer Specific Objects.

(i) The parties agree and acknowledge, subject to Fiorano’s underlying
proprietary rights, that Customer may create certain software objects applicable to
Customer’s internal business (“Customer Specific Objects™). Any Customer Specific
Object developed solely by Customer shall be the property of Customer. To the
extent that Customer desires to have Fiorano incorporate such Customer Specific
Objects into Fiorano’s Software (and Fiorano agrees, in its sole discretion, to
incorporate such Customer Specific Objects), Customer will promptly deliver to
Fiorano the source and object code versions (including documentation) of such
Customer Specific Objects, and any updates or modifications thereto, and hereby
grants Fiorano a perpetual, irrevocable, worldwide, fully-paid, royalty-free, exclusive,
transferable license to reproduce, modify, use, perform, display, distribute and
sublicense, directly and indirectly, through one or more tiers of sublicensees, such
Customer Specific Objects.

(ii) Any objects, including without limitation Customer Specific Objects,
developed solely or jointly with Customer by Fiorano shall be the property of Fiorano.

(e)Additional Restrictions on Use of Source Code.

Customer acknowledges that the Software, its structure, organization and any
human-readable versions of a software program (“Source Code”) constitute valuable
trade secrets that belong to Fiorano and/or its suppliers Source Code Software, if
and when supplied to Customer shall constitute Software licensed under the terms of
this Agreement and the Order Form. Customer agrees not to translate the
Software into another computer language, in whole or in part.



(i) Customer agrees that it will not disclose all or any portion of the
Software’s Source Code to any third parties, with the exception of authorized
employees (“Authorized Employees”) and authorized contractors (“Authorized
Contractors™) of Customer who (i) require access thereto for a purpose authorized by
this Agreement, and (ii) have signed an employee or contractor agreement in which
such employee or contractor agrees to protect third party confidential information.
Customer agrees that any breach by any Authorized Employees or Authorized
Contractors of their obligations under such confidentiality agreements shall also
constitute a breach by Customer hereunder.

(ii) Customer shall ensure that the same degree of care is used to prevent
the unauthorized use, dissemination, or publication of the Software’s Source Code as
Customer uses to protect its own confidential information of a like nature, but in no
event shall the safeguards for protecting such Source Code be less than a reasonably
prudent business would exercise under similar circumstances. Customer shall take
prompt and appropriate action to prevent unauthorized use or disclosure of such
Source Code, including, without limitation, storing such Source Code only on secure
central processing units or networks and requiring passwords and other reasonable
physical controls on access to such Source Code.

(iii) Customer shall instruct Authorized Employees and Authorized Contractors
not to copy the Software’s Source Code on their own, and not to disclose such
Source Code to anyone not authorized to receive it.

(iv) Customer shall handle, use and store the Software’s Source Code solely
at the Customer Designated Center.

() Acceptance tested Software

Customer acknowledges that it has, prior to the date of this Agreement, carried out adequate
acceptance tests in respect of the Software. Customer's acceptance of delivery of the
Software under this Agreement shall be conclusive evidence that Customer has examined the
Software and found it to be complete, and in accordance with the Documentation, in good
order and condition and fit for the purpose for which it is required.

3. TECHNICAL SERVICES.

(a)Maintenance and Support Services. Maintenance and Support services will
be provided under the terms of this Agreement and Fiorano’s support policies in
effect on the date Support is ordered by Customer. Support services shall be
provided from Fiorano’s principal place of business or at the Designated Center, as
determined in Fiorano’s sole discretion. If Fiorano sends personnel to the Designated
Center to resolve any Error in the Supported Program, Customer shall pay Fiorano’s
reasonable travel, meals and lodging expenses.

(b)Consulting and Training Services. Fiorano will, upon Customer’s request,
provide consulting and training services agreed to by the parties pursuant to the
terms of a separate written agreement.



(o) Incidental Expenses. For any on-site services requested by Customer,
Customer shall reimburse Fiorano for actual, reasonable travel and out-of-pocket
expenses incurred (separate from then current Support Fees).

(d)Reinstatement. Once Support has been terminated by Customer or Fiorano
for a particular Supported Program, it can be reinstated only by prior approval from
Fiorano and then only upon payment of the reinstatement fee applicable at the time
of reinstatement.

(e)Supervision and Management. Customer is responsible for undertaking
the proper supervision, implementation and management of its use of the Supported
Programs, including, but not limited to: (i) assuring proper Supported Environment
configuration, Supported Programs installation and operating methods; and
(ii) following industry standard procedures for the security of data, accuracy of input
and output, and back-up plans, including restart and recovery in the event of
hardware or software error or malfunction. Fiorano does not warrant (i) the
performance of, or combination of, Software with any third party software, (ii) any
implementation of the Software that does not follow Fiorano’s delivery methodology,
or (iii) any components not supplied by Fiorano.

(f) Training. Customer is responsible for proper training of all appropriate
personnel in the operation and use of the Supported Programs and associated
equipment.

(g9)Access to Personnel and Equipment. Customer shall provide Fiorano with
access to Customer’s personnel and its equipment during Support Hours. This access
must include the ability to dial-in from Fiorano facilities to the equipment on which
the Supported Programs are operating and to obtain the same access to the
equipment as those of Customer’s employees having the highest privilege or
clearance level. Fiorano will inform Customer of the specifications of the modem
equipment and associated software needed, and Customer will be responsible for the
costs and use of said equipment.

(h) Support Term. Upon expiration of an existing Support Period for a
particular Supported Program, a new Support Period shall automatically begin for a
consecutive twelve (12) month term (“Renewal Period”) so long as (i) Customer pays
the Support Fee within thirty (30) days of invoice by Fiorano; and (ii) Fiorano is still
offering Support on such Supported Program.

(i) Annual Support Fees. Annual Support Fees shall be at the rates set forth in
the applicable Order Form.

4. TERM AND TERMINATION.

(a)Term. This Agreement and each Software license granted under this
Agreement shall continue unless terminated under this Section 4 (“Term and
Termination”).

(b)Termination by Customer. If the Software is licensed for a specific term as
noted on an Order Form, Customer may terminate any Software license at the end of
the term; however, any such termination shall not relieve Customer’s obligations
specified in Section 4(d) (“Effect of Termination™).



(o) Termination by Fiorano. Fiorano may terminate this Agreement or any
license upon written notice if Customer breaches this Agreement and fails to correct
the breach within thirty (30) days of notice from Fiorano.

(d)Effect of Termination. Termination of this Agreement or any license shall
not limit Fiorano from pursuing other remedies available to it, including injunctive
relief, nor shall such termination relieve Customer’s obligation to pay all fees that
have accrued or are otherwise owed by Customer under any Order Form. Such rights
and obligations of the parties’ which, by their nature, are intended to survive the
termination of this agreement shall survive such termination. Without limitation to
the foregoing, these shall include rights and liabilities arising under Sections 2
() (i), 2(a)(iv) (“Rights Granted”), 2(d) (“Customer Specific Objects”), 4 (“Term
and Termination”), 5 (“Indemnity, Warranties, Remedies”), 6 (“Limitation of
Liability™), 7 (“Payment Provisions”), 8 (“Confidentiality”) and 9 (“Miscellaneous™)
Upon termination, Customer shall cease using, and shall return or at Fiorano’s
request destroy, all copies of the Software and Documentation and upon Fiorano’s
request certify the same to Fiorano in writing within thirty (30) days of termination.
In case of termination of this Agreement or any license for any reason by either
party, Fiorano shall have no obligation to refund any amounts paid to Fiorano by
Customer under this Agreement. Further, if Customer terminates the agreement
before the expiry of a term for a term-license, then Customer shall be obliged to pay
the entire license fee for the entire licensed term.

5. INDEMNITY, WARRANTIES, REMEDIES.

(a) Infringement Indemnity. Fiorano agrees to indemnify Customer against a
third party claim that any Product infringes a U.S. copyright or patent and pay any
damages finally awarded, provided that: (i) Customer notifies Fiorano in writing
within ten (10) days of the claim; (ii) Fiorano has sole control of the defense and all
related settlement negotiations; and (iii) Customer provides Fiorano with the
assistance, information and authority at no cost to Fiorano, necessary to perform
Fiorano’s obligations under this Section 5 (“Indemnities, Warranties, Remedies”).
Fiorano shall have no liability for any third party claims of infringement based upon
(i) use of a version of a Product other than the most current version made available
to the Customer, (ii) the use, operation or combination of any Product with
programs, data, equipment or documentation if such infringement would have been
avoided but for such use, operation or combination; or (iii) any third party software,
except as the same may be integrated, incorporated or bundled by Fiorano, or its
third party licensors, in the Product licensed to Customer hereunder.

If any Product is held or claimed to infringe, Fiorano shall have the option, at its
expense, to (i) modify the Product to be non-infringing or (ii) obtain for Customer a
license to continue using the Software. If it is not commercially reasonable to
perform either of the above options, then Fiorano may terminate the license for the
infringing Product and refund the pro rated amount of license fees paid for the
applicable Product using a twelve (12) month straight-line amortization schedule
starting on the Commencement Date. This Section 5(a) (“Infringement Indemnity”)
states Fiorano’s entire liability and Customer’s sole and exclusive remedy for
infringement.

(8) WARRANTIES AND DISCLAIMERS.



(1) SoFTWARE WARRANTY. EXCEPT FOR EXCLUDED COMPONENTS WHICH ARE
PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, FOR EACH SUPPORTED SOFTWARE
LICENSE WHICH CUSTOMER ACQUIRES HEREUNDER, FIORANO WARRANTS THAT FOR A PERIOD OF
THIRTY (30) DAYS FROM THE COMMENCEMENT DATE THE SOFTWARE, AS DELIVERED BY FIORANO TO
CUSTOMER, WILL SUBSTANTIALLY PERFORM THE FUNCTIONS DESCRIBED IN THE ASSOCIATED
DOCUMENTATION IN ALL MATERIAL RESPECTS WHEN OPERATED ON A SYSTEM WHICH MEETS THE
REQUIREMENTS SPECIFIED BY FIORANO IN THE DOCUMENTATION. PROVIDED THAT CUSTOMER GIVES
FIORANO WRITTEN NOTICE OF A BREACH OF THE FOREGOING WARRANTY DURING THE WARRANTY
PERIOD, FIORANO SHALL, AS CUSTOMER’S SOLE AND EXCLUSIVE REMEDY AND FIORANO’S SOLE
LIABILITY, USE ITS REASONABLE EFFORTS, DURING THE WARRANTY PERIOD ONLY, TO CORRECT ANY
REPRODUCIBLE ERRORS THAT CAUSE THE BREACH OF THE WARRANTY IN ACCORDANCE WITH ITS
TECHNICAL SUPPORT POLICIES. IF CUSTOMER DOES NOT OBTAIN A SUPPORTED SOFTWARE LICENSE,
THE SOFTWARE IS PROVIDED “AS IS.” ANY IMPLIED WARRANTY OR CONDITION APPLICABLE TO THE
SOFTWARE, DOCUMENTATION OR ANY PART THEREOF BY OPERATION OF ANY LAW OR REGULATION
SHALL OPERATE ONLY FOR DEFECTS DISCOVERED DURING THE ABOVE WARRANTY PERIOD OF THIRTY
(30) DAYS UNLESS TEMPORAL LIMITATION ON SUCH WARRANTY OR CONDITION IS EXPRESSLY
PROHIBITED BY APPLICABLE LAW. ANY SUPPLEMENTS OR UPDATES TO THE SOFTWARE, INCLUDING
WITHOUT LIMITATION, BUG FIXES OR ERROR CORRECTIONS SUPPLIED AFTER THE EXPIRATION OF THE
THIRTY-DAY LIMITED WARRANTY PERIOD SHALL NOT BE COVERED BY ANY WARRANTY OR
CONDITION, EXPRESS, IMPLIED OR STATUTORY.

(11) MEDIA WARRANTY. FIORANO WARRANTS THE TAPES, DISKETTES OR ANY OTHER MEDIA
ON WHICH THE SOFTWARE IS SUPPLIED TO BE FREE OF DEFECTS IN MATERIALS AND WORKMANSHIP
UNDER NORMAL USE FOR THIRTY (30) DAYS FROM THE COMMENCEMENT DATE. CUSTOMER’S SOLE
AND EXCLUSIVE REMEDY AND FIORANO’S SOLE LIABILITY FOR BREACH OF THE MEDIA WARRANTY
SHALL BE FOR FIORANO TO REPLACE DEFECTIVE MEDIA RETURNED WITHIN THIRTY (30) DAYS OF THE
COMMENCEMENT DATE.

(1) SERVICES WARRANTY. FIORANO WARRANTS ANY SERVICES PROVIDED HEREUNDER
SHALL BE PERFORMED IN A PROFESSIONAL AND WORKMANLIKE MANNER IN ACCORDANCE WITH
GENERALLY ACCEPTED INDUSTRY PRACTICES. THIS WARRANTY SHALL BE VALID FOR A PERIOD OF
THIRTY (30) DAYS FROM PERFORMANCE. FIORANO’S SOLE AND EXCLUSIVE LIABILITY AND
CUSTOMER’S SOLE AND EXCLUSIVE REMEDY PURSUANT TO THIS WARRANTY SHALL BE USE BY
FIORANO OF REASONABLE EFFORTS FOR RE-PERFORMANCE OF ANY SERVICES NOT IN COMPLIANCE
WITH THIS WARRANTY WHICH ARE BROUGHT TO FIORANO’S ATTENTION BY WRITTEN NOTICE WITHIN
FIFTEEN (15) DAYS AFTER THEY ARE PERFORMED.

(iv)DISCLAIMER OF WARRANTIES. SUBJECT TO LIMITED WARRANTIES PROVIDED FOR
HEREINABOVE, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE
SOFTWARE, DOCUMENTATION AND SERVICES (IF ANY) ARE PROVIDED AS IS AND WITH ALL
FAULTS, FIORANO HEREBY DISCLAIMS ALL OTHER WARRANTIES AND CONDITIONS,
WHETHER EXPRESS, IMPLIED OR STATUTORY, INCLUDING, BUT NOT LIMITED TO, ANY (IF
ANY) IMPLIED WARRANTIES, DUTIES OR CONDITIONS OF MERCHANTABILITY, OF FITNESS
FOR A PARTICULAR PURPOSE, OF RELIABILITY OR AVAILABILITY, OF ACCURACY OR
COMPLETENESS OF RESPONSES, OF RESULTS, OF WORKMANLIKE EFFORT, OF LACK OF
VIRUSES, AND OF LACK OF NEGLIGENCE, ALL WITH REGARD TO THE SOFTWARE, AND THE
PROVISION OF OR FAILURE TO PROVIDE SUPPORT OR OTHER SERVICES, INFORMATION,
SOFTWARE, AND RELATED CONTENT THROUGH THE SOFTWARE OR OTHERWISE ARISING
OUT OF THE USE OF THE SOFTWARE. ALSO, THERE IS NO WARRANTY OR CONDITION OF
TITLE, QUIET ENJOYMENT, QUIET POSSESSION, CORRESPONDENCE TO DESCRIPTION OR
NON-INFRINGEMENT WITH REGARD TO THE SOFTWARE.



6. LIMITATION OF LIABILITY. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL
FIORANO BE LIABLE FOR ANY SPECIAL, INCIDENTAL, PUNITIVE, INDIRECT, OR CONSEQUENTIAL DAMAGES WHATSOEVER
(INCLUDING, BUT NOT LIMITED TO, DAMAGES FOR LOSS OF PROFITS OR CONFIDENTIAL OR OTHER INFORMATION, FOR
BUSINESS INTERRUPTION, FOR PERSONAL INJURY, FOR LOSS OF PRIVACY, FOR FAILURE TO MEET ANY DUTY OF GOOD
FAITH OR OF REASONABLE CARE, FOR NEGLIGENCE, AND FOR ANY OTHER PECUNIARY OR OTHER LOSS WHATSOEVER)
ARISING OUT OF OR IN ANY WAY RELATED TO THE USE OF OR INABILITY TO USE THE SOFTWARE, THE PROVISION OF OR
FAILURE TO PROVIDE SUPPORT OR OTHER SERVICES, INFORMATION, SOFTWARE, AND RELATED CONTENT THROUGH
THE SOFTWARE, OR OTHERWISE UNDER OR IN CONNECTION WITH ANY PROVISION OF THIS EULA, EVEN IN THE EVENT
OF THE FAULT, TORT (INCLUDING NEGLIGENCE), MISREPRESENTATION, STRICT LIABILITY, BREACH OF CONTRACT OR
BREACH OF WARRANTY OF FIORANO, AND EVEN IF FIORANO OR ANY SUPPLIER HAS BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

NOTWITHSTANDING ANY DAMAGES THAT MAY BE INCURRED FOR ANY REASON AND UNDER ANY CIRCUMSTANCES
(INCLUDING, WITHOUT LIMITATION, ALL DAMAGES AND LIABILITIES REFERENCED HEREIN AND ALL DIRECT OR
GENERAL DAMAGES IN LAW, CONTRACT OR ANYTHING ELSE), THE ENTIRE LIABILITY OF FIORANO UNDER ANY
PROVISION OF THIS EULA AND THE EXCLUSIVE REMEDY OF THE CUSTOMER HEREUNDER (EXCEPT FOR ANY REMEDY OF
REPAIR OR REPLACEMENT IF SO ELECTED BY FIORANO WITH RESPECT TO ANY BREACH OF THE LIMITED WARRANTY)
SHALL BE LIMITED TO THE PRO-RATED AMOUNT OF FEES PAID BY CUSTOMER UNDER THIS AGREEMENT FOR THE
PRODUCT, USING A TWELVE (12) MONTH STRAIGHT-LINE AMORTIZATION SCHEDULE STARTING ON THE
COMMENCEMENT DATE. FURTHER, IF SUCH DAMAGES RESULT FROM CUSTOMER'S USE OF THE SOFTWARE OR
SERVICES, SUCH LIABILITY SHALL BE LIMITED TO THE PRORATED AMOUNT OF FEES PAID FOR THE RELEVANT
SOFTWARE OR SERVICES GIVING RISE TO THE LIABILITY TILL THE DATE WHEN SUCH LIABILITY AROSE, USING A
TWELVE (12) MONTH STRAIGHT-LINE AMORTIZATION SCHEDULE STARTING ON THE COMMENCEMENT DATE.
NOTWITHSTANDING ANYTHING IN THIS AGREEMENT, THE FOREGOING LIMITATIONS, EXCLUSIONS AND DISCLAIMERS
SHALL APPLY TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, EVEN IF ANY REMEDY FAILS ITS ESSENTIAL
PURPOSE.

The provisions of this Agreement allocate the risks between Fiorano and Customer.
Fiorano’s pricing reflects this allocation of risk and the limitation of liability specified
herein.

7. PAYMENT PROVISIONS.

(a) Invoicing. All fees shall be due and payable thirty (30) days from receipt of
an invoice and shall be made without deductions based on any taxes or withholdings.
Any amounts not paid within thirty (30) days will be subject to an immediately due
and payable late payment fee equivalent to: the sum of $50.00 plus an interest
equal to the lower of (a) the maximum applicable legal interest rate, or (b) one
percent (1%) per month.

(b)Payments. All payments made by Customer shall be in United States Dollars
for purchases made in all countries except the United Kingdom or the European
Union, in which case the payments shall be made in British Pounds Sterling or Euros
respectively. Payments shall be directed to:

Fiorano Software, Inc.
718 University Ave.
Suite 212, Los Gatos, CA 95032

Attn: Accounts Receivable.



If the product is purchased outside the United States, payments may have to
be made to an Affiliate as directed by Fiorano Software, Inc.

(c) Taxes. The fees listed in this Agreement or the applicable Order Form does
not include Taxes. In addition to any other payments due under this Agreement,
Customer agrees to pay, indemnify and hold Fiorano harmless from, any sales, use,
excise, import or export, value added or similar tax or duty, and any other tax not
based on Fiorano’s net income, including penalties and interest and all government
permit fees, license fees, customs fees and similar fees levied upon the delivery of
the Software or other deliverables which Fiorano may incur in respect of this
Agreement, and any costs associated with the collection or withholding of any of the
foregoing items (the “Taxes”).

8. CONFIDENTIALITY.

(a) Confidential Information. “Confidential Information” shall refer to and include,
without limitation, (i) the source and binary code of Products, and (ii) the business
and technical information of either party, including but not limited to any information
relating to product plans, designs, costs, product prices and names, finances, market-
ing plans, business opportunities, personnel, research, development or know-how;

(b) Exclusions of Confidential Information. Notwithstanding the foregoing,

©)

)

“Confidential Information” shall not include: (i) Information that is not marked
confidential or otherwise expressly designated confidential prior to its disclosure,
(ii) Information that is or becomes generally known or available by publication,
commercial use or otherwise through no fault of the receiving party, (iii)
Information that is known to the receiving party at the time of disclosure without
violation of any confidentiality restriction and without any restriction on the
receiving party’s further use or disclosure; (iv) Information that is independently
developed by the receiving party without use of the disclosing party’s confidential
information, or (v) Any Residuals arising out of this Agreement. Notwithstanding,
any Residuals belonging to Source Code shall belong exclusively to Fiorano and
Customer shall not have any right whatsoever to any Residuals relating to Source
Code hereunder.

Use and Disclosure Restrictions. During the term of this Agreement, each party
shall refrain from using the other party’s Confidential Information except as
specifically permitted herein, and from disclosing such Confidential Information to
any third party except to its employees and consultants as is reasonably required
in connection with the exercise of its rights and obligations under this Agreement
(and only subject to binding use and disclosure restrictions at least as protective
as those set forth herein executed in writing by such employees).

Continuing Obligation. The confidentiality obligation described in this section
shall survive for three (3) years following any termination of this
Agreement.Notwithstanding the foregoing, Fiorano shall have the right to disclose
Customer’s Confidential Information to the extent that it is required to be
disclosed pursuant to any statutory or regulatory provision or court order,
provided that Fiorano provides notice thereof to Customer, together with the
statutory or regulatory provision, or court order, on which such disclosure is
based, as soon as practicable prior to such disclosure so that Customer has the
opportunity to obtain a protective order or take other protective measures as it
may deem necessary with respect to such information.



9. MISCELLANEOUS.

(a)Export Administration. Customer agrees to comply fully with all applicable
relevant export laws and regulations including without limitation, those of the United
States (“Export Laws™) to assure that neither the Software nor any direct product
thereof are (i) exported, directly or indirectly, in violation of Export Laws; or (ii) are
intended to be used for any purposes prohibited by the Export Laws, including,
without limitation, nuclear, chemical, or biological weapons proliferation.

(b)U. S. Government Customers. The Software is “commercial items,” as that
term is defined at 48 C.F.R. 2.101 (OCT 1995), consisting of “commercial computer
software” and “commercial computer software documentation” as such terms are
used in 48 C.F.R. 12.212 (SEPT 1995). Consistent with 48 C.F.R. 12.212 and 48
C.F.R. 227.7202-1 through 227.7202-4 (JUNE 1995), all U.S. Government
Customers acquire the Software with only those rights set forth herein.

(c) Notices. All notices under this Agreement shall be in writing and shall be
deemed to have been given when mailed by first class mail five (5) days after
deposit in the mail. Notices shall be sent to the addresses set forth at the beginning
of this Agreement or such other address as either party may specify in writing.

(d)Force Majeure. Neither party shall be liable hereunder by reason of any
failure or delay in the performance of its obligations hereunder (except for the
payment of money) on account of strikes, shortages, riots, insurrection, fires, flood,
storm, explosions, acts of God, war, governmental action, labor conditions,
earthquakes, material shortages or any other cause which is beyond the reasonable
control of such party.

(e)Assignment. Neither this Agreement nor any rights or obligations of
Customer hereunder may be assigned by Customer in whole or in part without the
prior written approval of Fiorano. For the avoidance of doubt, any reorganization,
change in ownership or a sale of all or substantially all of Customer’s assets shall be
deemed to trigger an assignment. Fiorano’s rights and obligations, in whole or in
part, under this Agreement may be assigned by Fiorano.

() Waiver. The failure of either party to require performance by the other party
of any provision hereof shall not affect the right to require such performance at any
time thereafter; nor shall the waiver by either party of a breach of any provision
hereof be taken or held to be a waiver of the provision itself.

(g)Severability. In the event that any provision of this Agreement shall be
unenforceable or invalid under any applicable law or court decision, such
unenforceability or invalidity shall not render this Agreement unenforceable or invalid
as a whole and, in such event, any such provision shall be changed and interpreted
so as to best accomplish the objectives of such unenforceable or intended provision
within the limits of applicable law or applicable court decisions.



(h) Injunctive Relief. Notwithstanding any other provisions of this Agreement,
a breach by Customer of the provisions of this Agreement regarding proprietary
rights will cause Fiorano irreparable damage for which recovery of money damages
would be inadequate, and that, in addition to any and all remedies available at law,
Fiorano shall be entitled to seek timely injunctive relief to protect Fiorano’s rights
under this Agreement.

(i) Controlling Law and Jurisdiction. If this Software has been acquired in
the United States, this Agreement shall be governed in all respects by the laws of the
United States of America and the State of California as such laws are applied to
agreements entered into and to be performed entirely within California between
California residents. All disputes arising under this Agreement may be brought in
Superior Court of the State of California in Santa Clara County or the United States
District Court for the Northern District of California as permitted by law. If this
Software has been acquired in any other jurisdiction, the laws of the Republic of
Singapore shall apply and any disputes arising hereunder shall be subject to the
jurisdiction of the courts of Singapore, Singapore. Customer hereby consents to
personal jurisdiction of the above courts. The parties agree that the United Nations
Convention on Contracts for the International Sale of Goods is specifically excluded
from application to this Agreement.

() No Agency. Nothing contained herein shall be construed as creating any
agency, partnership or other form of joint enterprise or liability between the parties.

(k)Headings. The section headings appearing in this Agreement are inserted
only as a matter of convenience and in no way define, limit, construe or describe the
scope or extent of such section or in any way affect such section.

(I) Counterparts. This Agreement may be executed simultaneously in two or
more counterparts, each of which will be considered an original, but all of which
together will constitute one and the same instrument.

(m) DISCLAIMER. THE SOFTWARE IS NOT SPECIFICALLY DEVELOPED OR LICENSED FOR
USE IN ANY NUCLEAR, AVIATION, MASS TRANSIT OR MEDICAL APPLICATION OR IN ANY OTHER
INHERENTLY DANGEROUS APPLICATIONS. CUSTOMER AGREES THAT FIORANO AND ITS SUPPLIERS
SHALL NOT BE LIABLE FOR ANY CLAIMS OR DAMAGES ARISING FROM CUSTOMER’S USE OF THE
SOFTWARE FOR SUCH APPLICATIONS. CUSTOMER AGREES TO INDEMNIFY AND HOLD FIORANO
HARMLESS FROM ANY CLAIMS FOR LOSSES, COSTS, DAMAGES OR LIABILITY ARISING OUT OF OR IN
CONNECTION WITH THE USE OF THE SOFTWARE IN SUCH APPLICATIONS.

(n)Customer Reference. Fiorano may refer to Customer as a customer in sales
presentations, marketing vehicles and activities. Such activities may include, but are
not limited to; a press release, a Customer user story completed by Fiorano upon
implementation of the Software, use by Fiorano of Customer’s name, logo and other
marks, together with a reasonable number of technical or executive level Customer
reference calls for Fiorano.



(o)Entire Agreement. This Agreement, together with any exhibits, completely
and exclusively states the agreement of the parties. In the event of any conflict
between the terms of this Agreement and any exhibit hereto, the terms of this
Agreement shall control. In the event of any conflict between the terms of this
Agreement and any purchase order or Order Form, this Agreement will control, and
any pre-printed terms on Customer’s purchase order or equivalent document will be
of no effect. This Agreement supersedes, and its terms govern, all prior proposals,
agreements or other communications between the parties, oral or written, regarding
the subject matter of this Agreement. This Agreement shall not be modified except
by a subsequently dated written amendment signed by the parties, and shall prevail
over any conflicting “pre-printed” terms on a Customer purchase order or other
document purporting to supplement the provisions hereof.




Exhibit A

Fiorano Product List
Each of the individual items below is a separate Fiorano product (the “Product”). The Products in

this list collectively constitute the Software. Fiorano reserves the right to modify this list at any time in
its sole discretion. In particular, Product versions might change from time to time without notice.

1. Fiorano SOA Enterprise Server

2. Fiorano ESB Server

3. FioranoMQ Server Peer / FioranoMQ (standalone version)
4. Fiorano Peer Server

5. Fiorano SOA Tools

6. Fiorano Mapper Tool

7. Fiorano Database Business Component
8. Fiorano HTTP Business Component

9. Fiorano SMTP Business Component

10. Fiorano FTP Business Component

11. Fiorano File Business Component

12. Fiorano MOM Business Components (MQSeries, MSMQ, JMS)

NOTE: Other business components may be added to or removed from this list from time to time
at Fiorano’s sole discretion.



Exhibit B

EXCLUDED COMPONENTS

(a) Any third party or open source library included within the Software




Exhibit C

Licensing Restrictions. The Software licensed hereunder is subject to the following licensing
restrictions.

The parties understand that the modules of the Software are licensed as noted in this section.
The term “Target System” means any computer system containing one or more Processors
based upon any architecture, running any operating system, excluding computers running I1BM
MV-S, 0S/390 and related “mainframe” operating systems. The Term “Processor” means a
computation hardware unit such as a Microprocessor that serves as the main arithmetic and
logic unit of a computer. A Processor might consist of multiple “Cores”, in which case licenses
shall have to be purchased on a per-Core basis. A Target System may have one or more
Processors, each of which may have one or more Cores. In the sections below, Cores may
replace Processors as applicable.
(a) If the Software is Fiorano ESB Enterprise Server, FioranoMQ Peer, Fiorano
SOA server or FioranoMQ Server (JMS), then the Software is licensed on a
per Processor basis on a single Target System, where the total number of
Processors on the Target System may not exceed the total number of
Processors licensed, with the additional restriction that only a single
instance of the Fiorano ESB Enterprise Server may run on a single Target
System and that a separate license must be purchased for each instance
of the Fiorano ESB Enterprise Server, Fiorano ESB Peer Server or FioranoMQ
Server (JMS) Server for each Processor;

(b) If the Software is Fiorano SOA Tools or Fiorano Mapper Tool , or any
Fiorano Test and/or Development license, then the Software is licensed on
a per-named-user basis, where the total number of named users may not
exceed the total number of named users licensed;

(c) If the Software is a Fiorano Business Component of any kind (including but
not limited to Fiorano HTTP, File, SMTP, File, Database, and other Business
Components, etc.), then the Software is licensed on the basis of the
number of CPUs of the Target System on which the FioranoMQ Peer (to
which the Business Component connects runs). A separate license needs
to be purchased for each CPU of each Target System of each FioranoMQ
Peer instance to which any Business Component connects.

Evaluations. Licenses used for evaluation cannot be used for any purposes other than an
evaluation of the product. Existing customers must purchase new licenses to use additional
copies of any Product and may not use evaluation keys in any form. All evaluation keys are
restricted to 45-days and extensions need to be applied for explicitly. Any misuse of
evaluation keys shall be subject to a charge of 125% (one hundred and twenty-five percent)
of the license fee plus 20% support.



Non-Production Environments. For all non-production environments referenced on the
Order Form (including all HA (high-availability), QA, Staging and Development environments),
the following is understood: each non-production environment is an exact replica of the
Production Environment from the standpoint of the number of copies of the Fiorano ESB
Enterprise Server, FioranoMQ Peer, Fiorano SOA server and/or FioranoMQ Server (JMS)
licensed. Each non-production environment is licensed on the exact same number and
configuration of CPUs and/or Cores as the corresponding Production Environment.

Run-Time Libraries. The Fiorano ESB Enterprise Server, FioranoMQ Peer, Fiorano SOA server
and FioranoMQ Server (JMS) products are “server” products, each of which has a runtime
library associated with it. The runtime library may be freely bundled with and/or used for
internal development purposes by all Users who have licensed at least one production copy of
the corresponding Server Software.

Copyright (c) 1999-2008, Fiorano Software Private Limited. and Affiliates

Copyright (c) 2008-2011, Fiorano Software Pte Ltd. and Affiliates
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FioranoMQ® Concept Guide

Chapter 1: Introduction

The exchange of events based messaging data is an important function of business
enterprises. Messaging comprises of communication between software applications or between
objects in distributed system.

Fiorano's messaging solution is based on JMS 1.1 standards for enterprise messaging.

FioranoMQ® (FMQ) is a high-performance, stable, and secure Java implementation of JMS.
Fiorano’s messaging solution reduces the development time of applications requiring a
messaging infrastructure. The automatic store-and-forward capability of Fiorano’s messaging
solution across multiple servers ensures high scalability, high availability as well as high
performance of message delivery which is across the faulty networks.

Distributed transaction support within FioranoMQ ensures high levels of consistency and
reliability of message delivery; this aids the process of developing and deploying internet,
intranet and extranet applications.

FioranoMQ is JMX-enabled making it easy for administrators to manage and monitor its server.
FioranoMQ includes libraries written in C, C++ and C# for all major platforms. These native
runtime libraries allow non-java clients to talk directly to the java server and exchange
information with JMS-compliant clients.

FioranoMQ security includes integrated JSSE support. The Java Secure Socket Extension
(JSSE) enables secure internet communication using Java SSL (Secure Sockets Layer) and TLS
(Transport Layer Security) protocols. Developers can, therefore, enable secure data transfer
between client and server.

Messaging Fundamentals
This section gives an overview of terminologies and processes within messaging systems: JMS
Provider

e Loosely coupled nature of Messaging Systems

e Reliable Delivery of Messages

e Messaging Domains

e Mode of Consumption of Messages

e Administered Objects

e Sessions

e JMS Message
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JMS Provider

In messaging systems, clients connects to message providers. Each message has a specific
destination which is maintained by the provider. Functions of client applications include
producing messages for specific destinations and receiving messages from specific
destinations. The provider is responsible for the routing of messages.

Loosely Coupled Nature of Messaging Systems

Senders and receivers remain anonymous to each other since they connect via the provider.
The producer and the consumer of messages require the provider to specify the destination of
messages so that the producer can send messages to this destination and the consumer can
collect messages from this destination

Reliable Delivery of Messages

The sender and the receiver do not have to be available at the same time. The provider
delivers the message when the client becomes available.

Messaging Domains

There are two kinds of messaging domains:
e Point-to-Point (PTP)
e Publish-Subscribe(Pub/Sub)

In PTP domains, messages are sent to a particular destination where they queue. A client
application is delivers messages from this queue to the destination specified by the provider.
Though there can be several messages in the queue, each messages is intended for only one
destination/receiver. The Pub/Sub domain, on the other hand, allows a message to be
distributed to more than one subscriber via the provider.

Both these domains can be deployed by FioranoMQ. In addition, FioranoMQ can handle the
unified domains introduced by JMS 1.1.

Mode of Consumption of Messages

A message can be consumed synchronously or asynchronously.

In the synchronous mode, the client application requests the next message. The client can
receive the message in more than one way.

In the asynchronous mode, the client application identifies a message listener. Whenever a
message arrives for the destination defined, the provider delivers the message to the
subscriber by invoking the onMessage method.
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Administered Objects

JMS providers can employ different methods of delivering messages. To make JMS clients
portable proprietary parts are encapsulated within JMS objects and are created by the
message provider's administrator. These objects are stored in JINDI namespace and can be
used by clients through JMS interfaces.

There are two types of JMS administered objects:
e ConnectionFactory — is the object used by a client to connect with a provider

¢ Destination — is the object used by a client to specify the destination from which it is
receiving messages and to which it is sending messages.

Sessions

A session is the single-thread context for producing and consuming messages. It can create
and serve multiple producers and consumers.

A session can be either transacted or non-transacted. Each session supports a single series of
transactions and treats them as a unit. Messages produced and consumed within a transaction
become the content of that particular transaction. A commit method indicates that message
processing can occur. A rollback method disables the processing of messages. In both cases a
transaction is considered to have been completed. A non-transacted session receives message
in a mode specified by JMS 1.1: This mode could be one of the following modes:
AUTO_ACKNOWLEDGE, CLIENT ACKNOWLEDGE, and DUPS_OK. The DUPS OK is used in applications
where messages delivery can be duplicated.

JMS Message

A JMS message consists of a header property which allows adding an optional header fields in
a message and a body. There are five kinds of messages: StreamMessage, MapMessage,
TextMessage, BytesMessage, and ObjectMessage. FioranoMQ extends the TextMessage by
providing an additional message type: XMLMessage.

Salient Features of FioranoMQ

High Availability

Financial systems that require near-zero downtime require high availability solutions.
FioranoMQ HA deployment allows JMS clients to switch to a secondary MQ Server upon failure
of a Primary Server.

Client applications have the capability to store and forward messages with automatic re-
connection to the backup server. In the event of fault or failure, entire information in the
primary server is made available on the backup server so that applications can continue to
access this information. This provides applications with automatic fault-tolerance capabilities.
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Clustering

Clustering consists of multiple server instances, running concurrently, to provide increased
scalability and reliability. The clustering function enables clients connected on different
FioranoMQ Servers to exchange information without limiting one client to connect to server at
any given point of time. FioranoMQ provides clustering support with the help of three
components: the Dispatcher, the Repeater, and the Bridge.

Fiorano's load balancing architecture involves the use of a Dispatcher-enabled server, to route
the incoming client connections to the least loaded server within a cluster. The dispatcher
component is connected to multiple FioranoMQ Servers. All these servers become part of the
cluster that is served by the dispatcher. The repeater and the bridge components are used for
Server-to-Server Communication.

XA Support

Real-world applications require transactions involving multiple resource managers. Such
transactions are known as distributed or global transactions. Implementation of distributed
transactions involves following the JTA standards. FioranoMQ supports both local and global
transactions. If a global transaction is active, all activities performed become part of this
transaction, or else they operate locally.

Scalability

The load balancing and failover protection architecture allows high scalability in terms of the
number of concurrent client connections allowed by a FioranoMQ Server.

Application Server Integration

FioranoMQ integrates seamlessly with several popular J2EE application servers including,
WebsphereMQ, JBoss, and WebLogic among others.

Native Runtime Support

FioranoMQ includes client libraries written in C, C++ and C#. These native runtime libraries
allow non-java clients to talk directly to the java server as well as exchange information with
other JMS clients.

Security

The security implementation includes integrated JSSE support. The Java Secure Socket
Extension (JSSE) enables secure internet communications. It implements a Java version of
SSL (Secure Sockets Layer) and TLS (Transport Layer Security) protocols and includes
functionality for data encryption, server authentication, message integrity, and optional client
authentication. Developers can, therefore, provide secure channels for data transfer between
clients and servers.

Chapter 1: Introduction Page 30



FioranoMQ® Concept Guide

Durable Connections

Durable Connection support provides client applications with a fault-tolerant connection
mechanism. If an application creates a durable connection, it needs not to worry about re-
connecting back to the server in case of fault or failure. This is automatically handled by
FioranoMQ's runtime library. If a message is sent during the disconnected phase, it is stored in
a local repository of the client machine.

Large Message Support

FioranoMQ enables applications to transfer large messages employing the point-to-point model
or the publish-subscribe model. The implementation takes care of resuming data transfer from
the point of failure, if any, during the transmission process.

Hierarchical Topics

Destinations with hierarchical dotted naming convention are supported. For instance, a Topic
or Queue can be named as enterprise.finance.admin Or enterprise.finance.analysts. Users

can then address multiple destinations using wildcards after a ‘.” in the hierarchy. Topics can
thus be broken down into parent and child hierarchies.

HTTP Support

To provide users secure access, FioranoMQ provides Hypertext Transfer Protocol (HTTP) over
Secure Sockets Layer (SSL).

Logging Facilities

FioranoMQ has tracing and logging facilities for easy detection of location of errors in the
messaging system. The FioranoMQ Administrator has the option of setting different tracing
levels for each individual FioranoMQ component.

Message Snooping

Administrators can view messages published on topics as well as on queues. The ability to
snoop about/around messages allows the administration, management, testing, and
debugging of JMS applications.

Dead Message Queue

A message can be associated with a timeout period within which it is to be received. A dead
message queue stores messages that have timed out.
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Encryption, Compression Support
Encryption and compression support can be applied for a single message or for all messages
to be sent to a particular destination. The default encryption of a message is based on DES.

The default implementation of compression is based on Zlib implementation.

Note: In addition message browsing is provided.

Samples

FioranoMQ comes bundled with sample applications that display its features. Experimenting
with these applications gives the user a working perspective of the product.
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Chapter 2. Configuration Concepts

This section serves as an introduction to the configuration and component model used by
FioranoMQ.
FioranoMQ's component model:

e Deployment Profile

e Configuration Modes

e Off-line
e On-line
e JMX

e API's

This chapter explains FioranoMQ’s component model. It also introduces the reader to the
"Deployment Profile” while explaining the profiles pre-bundled with the FioranoMQ installer.
The user is then shown how to choose the right options for configuring the server.

Fiorano Component Model

The FioranoMQ Server implements a componentized model for various internal modules.
Components can be clubbed together to form a deployment profile. Each deployment profile
can be separately configured both in offline and online mode.

The FioranoMQ Server comprises of a number of components that implement functions
independently.
A component:

¢ Has a well-defined interface through which its life-cycle is controlled.

e Is associated with a unique profile configuration object that defines its configuration
needs.

e Can expose configuration attributes and/or operations to the external world via JMX.

o Defines dependencies upon other components.
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A component is not a standalone executable application but can be hosted only within a

Container.

A container:

e Is an executable Java program.

e Requires a list of components as input.

e Resolves component dependencies by launching components in the correct order.

e Provides access to a component's configuration upon its launch.

e Encapsulates a JMX MBean Server to which all deployed components are bound.

Allows the invocation of operations and displays changes in exposed
configuration parameters of a component.
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Deployment Profile

A component only provides a set of services without knowing much about its surroundings. A
component is not aware of the application that it encapsulates. Similarly a container is
unaware of the content of the "application". The container views components working together
in harmony without value judgments. An "application"” is defined via the list of components
(deployment.1lst) accepted as input by the container. Modifying this list modifies the behavior
of the application hosted in the container. This list along with the configuration for components
makes up a "deployment profile". In other words, a deployment profile consists of a list of files
(meant for deployment and configuration) organized in a pre-defined directory structure. A
typical profile structure (on which the server hasn't been run) is shown below:

Sl ) orofiles
=l | ) FioranaMd
| certs
| conf
= ) deploy
=l | ) services
1 | ) AclManager

Directory Description
certs Certificate indicating that the server is running in SSL.
conf Database Configuration Files (*.properties and *.cfqg).

Confix.xml (Signifying configuration of components).

deploy *_Ist files —comprises the list of components to be deployed in the
container when this profile is in use. .

deploy/services XML files defining dependencies and object names.

run Directory created when profile is run initially. This becomes the

default file-based database storage location of a profile.

In other words, the FioranoMQ Server is an "application" that runs within a Container. The
FioranoMQ Server consists of a number of components that provide varied functions such as:
pubsub, ptp, admin, and so on. Modifying the deployment profile can alter the behavior of the
server. It is possible to run a bridge or a repeater component along with the FioranoMQ Server
within the same JVM. This is made possible by the compartmentalization of the components of
bridge and repeater. FioranoMQ features such as the XA, can be turned Off or On by removing
the corresponding components from the deployment profile.

Each Profile can be thought of as a separate and independent ‘work-areas’. The data store and
logs stored in the "run" folder are created when the server is launched for the first time.
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Default Profiles

The FioranoMQ Server is installed with pre-created profiles that are configured for certain
server functions. These profiles are located in "profiles” directory of the server and are

summarized in the table below:

Profile

Description

FioranoMQ

Default FioranoMQ profile

FioranoMQ_ClusterManager

Pre-configured profile for running fmq server with
Cluster Manager enabled

FioranoMQ_Dispatcher

Pre-configured profile for running fmq server with
Dispatcher enabled

FioranoMQ_HA_rpl/HAPrimary

FioranoMQ_HA_rpl/HASecondary

Pre-configured profile for running primary fmq
server with HA (replication) enabled

Pre-configured profile for running secondary fmq
server with HA (replication) enabled

FioranoMQ_HA_shared/HAPrimary

FioranoMQ_HA_shared/HASecondary

Pre-configured profile for running primary fmq
server with HA (shared) enabled

Pre-configured profile for running secondary fmq
server with HA (shared) enabled

FioranoMQ_XA

Pre-configured profile for running fmq server with
XA enabled

StandAloneBridge

Pre-configured profile for running bridge on an
independent JVM

StandAloneRepeater

Pre-configured profile for running repeater on an
independent JVM

By default, the Container runs on the ‘FioranoMQ’ profile. To choose another profile for the
container, specify the profile name along with the -fmg.profile parameter in the command

line when launching the container.

For example, in order to use "FioranoMQ_XA" profile, launch the container using the
command: fmg.bat -fmg.profile FioranoMQ XA
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Configuration Tools

FioranoMQ can be configured in several ways:

e FioranoMQ provides a graphical tool, called Fiorano Studio, to configure and manage
one or more FioranoMQ Servers.

e Configuration information can be accessed and modified using Fiorano Studio in an
offline mode if the server is not available.

e Fiorano Studio allows a user to manage a FioranoMQ server in ‘run’ mode through
online configuration.

e FioranoMQ provides comprehensive support for JIMX. Any standard JMX-compliant tool
can be used to administer FioranoMQ server. Fiorano ships a JMX-compliant
administrative tool, called Fiorano JMX explorer, along with FioranoMQ.

e Administration is undertaken using the FioranoMQ proprietary administration API.
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Chapter 3. Connection Management

FioranoMQ Server modules include a transport layer which interface with underlying network
protocols and accepts incoming connections. This layer reads requests sent by applications
over the network. .

The responsibilities of the transport layer include:
e Listening for incoming client connections on pre-defined protocols (HTTP/TCP).
¢ Management of threads.
¢ Analyzing incoming data and passing it onto core FioranoMQ services.

¢ Detecting any loss of connectivity and taking remedial actions.

Socket Acceptors

Socket Acceptors represent input ports through which the server monitors incoming
connections. Each socket acceptor is associated with a port number, a transport protocol, a
connection manager, and an optional security parameter.

Port Number

Refers to the physical TCP/IP port through which the server monitors incoming connections.
Once a connection is established, the socket acceptor handles all requests coming from the
client application. This includes JMS, Admin, Lookup, and internal asynchronous requests
coming from the FioranoMQ runtime library.

Note: Since a port cannot be shared between two applications, the port number used by the
FioranoMQ Server is unique to its server instance. If two instances of the FioranoMQ Server
are to run simultaneously on a machine, then both servers listen on different ports. JMX
Requests reach the server via the plugged-in JMX Connector, independent of the
SocketAcceptor being used.

Protocol

Protocol refers to the physical transport required by a client to connect to the server. By
default, the server is configured to use TCP with the option of using HTTP. SSL can also be
enabled over TCP and HTTP.

Thread Management

FioranoMQ Server offers different thread management schemes that differ in their handling of
new connections. The default thread management scheme associated with a socket acceptor is
configured in a manner to create a new thread for each connection to the server. Other
schemes allow the configuration of a fixed-size thread pool to service requests from all the
connections.
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Security Parameters

The socket acceptor can be configured to enable security via SSL. This can be done both on
TCP as well as on HTTP protocols. FioranoMQ provides the implementation of SSL over TCP via
Sun's JSSE.

Configuration

By default, the FioranoMQ Server is configured for one Socket Acceptor. This socket acceptor
is configured to listen through port 1856 using the TCP protocol. The FioranoMQ Administrator
has the following privileges with respect to socket acceptors:

e Can edit the default socket acceptor configuration.

e Can create additional socket acceptor(s).

Note: An additional Socket Acceptor in the server which opens another port for
communication over the specified protocol.

Connection Factory

As per JMS specifications, an application uses a connection factory to fetch the details of a
Connection instance to connect to the server. The connection factory instance encapsulates all
the parameters (like URL, protocol, and so on) required to connect to the server. These
parameters are configured to use the default socket acceptor settings and must be modified if
the server uses a socket acceptor with a non-default configuration. The server creates the
default connection to factories when it is launched for the first time. These connection
factories are automatically created based on the configuration of the socket acceptor being
used.

Note: If multiple Socket Acceptors are used, the default connection factories use the
parameters of any one Acceptor. The server can be forced to re-create default connection
factories at any point. Connection Factory Configuration Parameters:

Parameter Name Description Default Value

ConnectURL The server URL format. http://localhost:1856

Note: The protocol to be used is
not part of the URL.

BackupURLs Semi-colon separates lists of URLs
that should be tried when creating
connections (or when revalidating
a connection) in those cases
where a connection with the
server specified in the connectURL
cannot be established (fails).
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IsForLPC

isConnectURLUpdationAllowed If set to true, the connection False
factory will record the IP address
and port of the server through
which it is looked up. This is
useful for machines where IP
address or port is changed.

Note: This flag is turned ON for
default factory connection.

ConnectionClientID If not null, represents a client ID Null
that is automatically set on a
connection created through this
connection factory.

PingDisabled If set to true, a connection False
created will not be pinged even if
pinging is turned ON at the
server.

Obtaining a Connection Factory Instance

A connection factory is a stateless object that encapsulates information on how to connect to
the server.

JNDI Lookup

A connection factory instance is a serializable object that can be stored and later looked up
through any JNDI-compliant directory server. FioranoMQ provides the JNDI interface to lookup
all admin objects.

Creating a new instance

An application can create a new instance of connection factory and use it after setting various
configurable parameters.

Lookup

FioranoMQ applications can lookup objects (destinations and connection factories) when using
the JNDI interface. A single socket acceptor can service lookup requests as well as IMS
requests. Therefore, in order to send the request to the server, its connection parameters
have to be specified as environment variables to JNDI. Server URL, Transport protocol, and
security parameters can be specified in the environment forwarded to the JNDI layer.
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JMX

FioranoMQ 8.0 and later versions provide extensive support for JMX. This allows any third
party JMX-compliant applications to connect to the server remotely and access/modify the
configuration at runtime. This requires a JMX Connector to be plugged into service incoming
JMX requests. There are two options for JMX Connectors:

1. RMI Connector
2. JMS Connector

RMI Connector

Is the default connector shipped with the FioranoMQ Server. It uses RMI as the underlying
transport protocol to establish communication with the server and with a JMX-compliant
application. This connector uses a dedicated socket that accepts connections and services
requests. By default, the Connector is configured for port 1858 but can be configured to work
with another port.

JMS Connector

This connector uses JMS Bus for establishing communication with the JMX Application and with
FioranoMQ Server. All connection parameters are treated as configurable parameters. The
JMS connector is configured to connect to the FioranoMQ Server running with the default
socket acceptor configuration. If this configuration is maodified, corresponding changes must be
made to the JMS Connector configuration.

Pinging

The transport layer detects loss of connectivity between an application and the server and
performs the necessary server cleanup. Loss of connectivity is detected via a ping mechanism
between the Server and the Client. By default Pinging is disabled. When enabled, it instructs
the FioranoMQ client library to send ping packets periodically to the FioranoMQ Server. The
server on its part monitors ping requests on all connections and if it does not receive ping
packets for any connection within a configured timeout, it assumes the connection is dead and
shuts it down.

When to Enable Pinging

In some operating systems, the absence of any activity over a client socket for a period of
time leads to its forceful shutdown by the OS. Enabling Pinging avoids this shutdown.

A network failure can not be detected for applications not sending requests to the server. With
Pinging enabled, the application is notified of a network failure prior to the configured timeout.
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Salient Features

The Configurable Parameter for Pinging includes the Ping Timeout Interval. This parameter
specifies the time within which the client application is notified of a problem with connectivity.
By default, this parameter is set to 4 minutes or 240,000 milliseconds. The lowest allowed
value for this parameter is 30,000 milliseconds.

Pinging is automatically turned ON when the Socket Acceptor uses the HTTP protocol.

Since a connectivity problem is detected asynchronously for the application, an error is relayed
through an exception set on the connection as per JMS Specifications.

Note - In other words, it is mandate to set an exception listener on the connection if the
application is to be notified of connectivity problems.
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Chapter 4. HTTP Support

FioranoMQ supports HTTP as the transport protocol between JMS clients and MQ Servers. This
allows JMS communications to flow through corporate firewalls/proxies. Implementing this
feature insulates the protocol layer from JMS application development. The client side
environment is responsible for determining the protocol to be used for communication. All
protocols - TCP, Secure TCP (JSSE), and HTTP behave in a similar manner. Selecting the
protocol to be used is based on the configuration of the application developer. Synchronous
and asynchronous communications are available regardless of protocol choice.

HTTP is typically used to communicate across the internet. If the FioranoMQ Server is to
directly process messages received from clients over the internet, it must be deployed in a
manner similar to a web-server. The HTTP support in FioranoMQ provides the necessary
features that make it function as a web server enabling it to handle HTTP requests. Using
HTTP Tunneling a direct connection between client and server can be established.

Client Side Changes

While switching protocol from TCP to HTTP, the following changes are required:
e All additional parameters need to be marked as JNDI.

e If jndi.properties file is used to specify parameters, the application code need not be
modified. In such ases, an HTTP Enabled Connection factory needs to be used.

e Including of HTTPClient.zip file in classpath.

Using Proxies

HTTP support of FioranoMQ provides seamless communication via proxy servers. Most proxy
servers including- Microsoft ISA server, Wingate, and WinProxy among others — can be used
to connect to the FioranoMQ Server. FioranoMQ Client libraries allow developers to set the
Proxy Address and Port in the client applications. These can also be set as Java VM Properties.

Proxy Authentication
FioranoMQ supports both "Basic" and "Digest" authentication for communication through
proxies. Various Proxy Authentication parameters such as the Authentication Realm, username

and password can be specified through client applications using the environment variables.

Authentication is required within the instance of a VM. FioranoMQ caches the authentication
information and uses it for other connections.
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Tunneling through Firewalls

This section discusses how JMS Clients operate in networks where firewalls are present.
FioranoMQ allows enterprise clients to extend beyond corporate firewalls by providing both
HTTP Tunneling and tunneling through SOCKS enabled Proxy servers. FioranoMQ provides
Tunneling support for clients along with all JMS functionalities.

Tunneling through SOCKS Proxy Server

Tunneling through client as well as server side firewalls can be achieved through the SOCKS
Proxy Server. The SOCKS protocol is an open internet standard for performing network
proxying at the transport layer. SOCKS creates proxy, which serves as a data channel
between TCP or UDP (User Datagram Protocol) based clients and servers. The proxy between
the client and server, created by SOCKS is transparent to both the parties.

Java runtime 1.1.8 and above provide SOCKS support. The Java.net socket instance has the
ability to connect to a remote host through the SOCKS proxy server. If the System property
socksProxyHost and optionally socksProxyPort is set, the Socket implementation redirects the
connection through the SOCKS proxy Server. Tunneling through proxies, using SOCKS,
presents a more generic and viable solution for JMS Applets. Since socksProxyPort and
socksProxyHost are set as a system property, the Client Applet burrows through the SOCKS
server. A single version of an applet can now be downloaded by the client, despite the
presence of a firewall. There are slight variations in the applet and application code used to
tunnel through the SOCKS Proxy. Using HTTP Tunneling requires that the applet sets the
proxy Address and proxy Port. The code snippets provided in this document illustrate proxy
tunneling in applications and applets.

The above features do not work with JDK versions below 1.4 and 1.5. Complete samples can
be found in the Tunneling Samples folder located at: $FMQ DIR%\fmg\samples\ directory.
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Enabling JMS Applets to Tunnel through SOCKS Proxy Server

Browsers allow users to manually set the Proxy Server/SOCKS Server Host and port or users
can use a script to automatically set the browser configuration. Applets access Java for SOCKS
proxy server settings by conveying the settings effectively to the Java VM, used by the
browser.

Microsoft Internet Explorer 4.0 and above provide complete SOCKS proxy support. They do
not require changes to run Applets behind client firewalls.

Note: Netscape Communicator does not convey its proxy server settings to Java VM. This can
be achieved by using digital certificates. A digital certificate allows the client Applet to set
System properties for Java VM. (For more information, refer to the SockPubSub samples
directory in the FioranoMQ installation directory.)

Additional Notes on SOCKS

JDK implements SOCKS Version 4. SOCKS Version 4 accepts remote host addresses in
numeric IP form (and not alphanumeric form which would allow the use domain names such
as www.fiorano.com). Tunneling does not work if issues of domain name and IP address are
not resolved. To resolve the issue the Applet needs to be downloaded from a known IP
address and used instead of domain names. Another solution is to provide the Server IP
Address as Applet parameters.

HTTP Pinging

To get the server to detect the clients that have been disconnected from the server pinging
needs to be implemented over HTTP as well. This enables a ‘clean up’ of resources used by
clients that have been disconnected or timed out. To implement this feature, the client library
must continuously ping the server at predefined intervals. The server can be configured to
perform this action. Pinging is essential for the HTTP support of FioranoMQ and is set as the
default feature in the case of HTTP connections. Due to attributes of HTTP, there are
limitations in detecting control-C (or terminating the application abruptly) related issues from
the client. It is expected that the JMS client application programmers perform an explicit
connection.close () operation to enable the server to detect client disconnections. Not doing
an explicit close can result in inconsistent message reception and delivery.
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Chapter 5: FlioranoMQ Security

FioranoMQ provides a comprehensive security model. The key benefits of FioranoMQ are:
e Complete implementation of Java 2 Security APls.
¢ Design and implementation of JMS Applications, independent of security policy.

e Configuration of security and user privileges through a central administration tool.

To use the internet as a platform for business applications, organizations need to protect
access to corporate assets, such as databases. Each class of users (such as employees,
customers, partners, and suppliers) requires different levels of access.

Information can travel to many locations over the network; yet confidential messages must
remain private. This is achieved through:

¢ Authentication: Determination of user identity

e Authorization: Definition and control of user activity

User Identification and Authentication

The FioranoMQ security subsystem provides user identification and authentication using
standard JMS APIs. The integrity and privacy of data (discussed in the next section) is
protected using MD5 (Message Digest 5) checksums and 40-bit and 128-bit encryption.
FioranoMQ supports destination-based security which allows altering access permissions for
Topics and Queues stored on the FioranoMQ Server.

To implement the username/password model specified by the JMS API, set up users following
the instruction below:

e Set up users through FioranoMQ Administration API/GUI tools. Usernames are stored in
the FioranoMQ offline database, together with their passwords and descriptions.

e When a client application tries to connect to the FioranoMQ server using the API
TopicConnectionFactory.createTopicConnection (String username, String passwd), the
FioranoMQ runtime library (embedded within the client) sends a connection request to the
server, with the username and password. The server searches for the username in its
repository. If the username is found, the server compares the supplied password with the
existing password in the repository. If the password matches, the connection request is
accepted, otherwise it is rejected and the client throws an exception.

If the username sent cannot be found in the repository, the server rejects the connection. A
valid connection is allowed if the anonymous user is present in the users list. (An anonymous
user is shipped with the product.) Additionally, any user can create a connection using the
following:

TopicConnectionFactory.createTopicConnection (null,null) ;
TopicConnectionFactory.createTopicConnection ("anystring",null) ;

TopicConnectionFactory.createTopicConnection (null, "anystring") ;
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All these connections are equivalent to:

TopicConnectionFactory.createTopicConnection ("anonymous", "anonymous") call.

If this option is not required, then the anonymous user should be deleted through the ‘Admin’
API. These calls do not allow creation of connections. This is true for createQueueConnection ()
and createConnection() calls as well.

Data Protection

The secure version of FioranoMQ Server protects the integrity and privacy of all the messages
exchanged between the client and the server.

The integrity feature verifies that message content on delivery matches the original published
form. Corruption of data can be accidental or intentional. FioranoMQ uses the cryptographic
checksum Message Digest 5 (MD5) algorithm to validate the message content integrity.

FioranoMQ ensures the privacy of a message by using encryption. Encryption scrambles the
message content before sending it over the network and restores the original form on
delivery. If the message is intercepted before delivery (if someone attempts to read it as it
travels over the network), the details are available in an unreadable form. By default,
FioranoMQ encrypts messages to provide privacy using a 40-bit encryption provided by the
Data Encryption Standard (DES) algorithm. FioranoMQ allows customization of the cipher
suite. For example, it is possible to switch from DES 40-bit encryption to 128-bit RSA
encryption (domestic version only), or to switch between various available 40-bit encryption
algorithms, by setting the SSL parameters.

FioranoMQ 7.0 onwards provides seamless integration with NT realms. The need for the
Enterprise Administrator to set up separate user realms for MQ is made obsolete. FioranoMQ
integrate seamlessly with existing NT/Solaris realms.

Authentication Based on Digital Certificates

Besides username/password authentication, FioranoMQ incorporates authentication based on
digital certificates. This feature is available only on the secure FioranoMQ Server. When
certificate based authentication is enabled, each client passes on a one way encrypted version
of its digital certificate to the server while trying to establish a connection. The server
authenticates the client certificate and, if successful, passes back its own certificate to the
client process, allowing the client to verify the identity of the server.

Security Realms

FioranoMQ supports Realm based security that allows FioranoMQ to integrate with Solaris and
NT Security realms. This eliminates the need to create MQ specific users/permissions.

A realm is an administrative entity around which basic operational security policies revolve. A
realm determines the scope of the security data and is normally used to organize the objects
used in defining access control policies.
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Security realms represent a logical grouping of Users, Groups, and Access Control Lists (ACLS)
for protecting FioranoMQ Server resources. The default security realm or one of the sets of
alternative security realms can be used, which allow usage of Windows NT, UNIX, and LDAP
(Lightweight Directory Access Protocol) security stores. In addition, FioranoMQ supports
custom developed security realms.

A Realm object provides access to users and the main Principals around which a realm is
organized, and supports modifying (and extending) it according to policies defined by the
realm administrator and by each particular kind of realm. Different Realms use different
Authentication Protocols such as passwords (or pass phrases) and public key certificates.
Groups of users (and of other groups) are used to define various policies applying to many
users. ACLs are uniquely associated with entries in each realm.

FioranoMQ implements a sophisticated security engine that allows dynamic updating of
Users/Groups and their privileges. Users, Groups, and A